TRIPL

TECHNOLOGIES

MyCardUpdate

Customer User Guide
Triple E Technologies, LLC
Version 042916.02

Triple E Technologies, LLC
P.O. Box 2677 Post Falls, ID 83877
Phone: 208.777.9300 | Fax: 208.777.9304



TRIPLE®

MyCardUpdate User Guide

© 2017 Triple E Technologies, LLC

All rights reserved. No parts of the content of this work may be reproduced or transmitted in any form
without the written permission of Triple E Technologies, LLC.

The information in this document is subject to change without notice. Although Triple E Technologies,
LLC has attempted to ensure the accuracy of the contents of this document, this document may include
errors or omissions. The examples and sample programs are for illustration only and may not be suited to
your purpose. You should verify the applicability of any example or sample program before placing the
software into productive use. The examples in this document may not exactly replicate your system
configuration, but the functions will remain the same.

The Triple E Technologies, LLC logo and OneTouch DataManager are registered trademarks of Triple E
Technologies, LLC. All other brand names and trademarks associated with Triple E Technologies, LLC
products and services are trademarks of Triple E Technologies, LLC. All other brand names and
trademarks in this document are the property of their respective owners.

Comments, questions, or concerns? Please email all inquiries to helpdesk@e3tek.com



mailto:helpdesk@e3tek.com

MyCardUpdate User Guide

Table of Contents

Introduction 1
Accessing MyCardUpdate 2
Creating an Account 2
Logging In 3
Logging Out 4
Settings 5
Access Settings 5
Change Password 5
Change Email 6
Two-Factor Authentication 7
Phone Authentication 7
Authenticator App 8
Dashboard 10
Private Cards 11
Editing Cards 11
Recharging Cards 12
Reports 16
Card Overview 16
Private Card Sales Report 18
Private Card Reload History Report 20



TRIPLE®

MyCardUpdate User Guide

Introduction

MyCardUpdate is a web based portal that allows you to monitor your private cards, change card
permissions, and run card activity reports, all from the convenience of your computer or mobile device.

V  Manage private cards from your mobile devices
V  Change card information and permissions

V Activate and deactivate private cards

V Generate card status reports

V Reload gift cards and prepaid fleet cards

Triple E Technologies, LLC (Triple E) has designed MyCardUpdate to run on any device with internet
access, from desktop computers to smartphones, making MyCardUpdate a quick and convenient way to
update your cards on the go or from the convenience of your home.

MyCardUpdate Browser Requirements

Desktop
1 Internet Explorer 9 or higher
1 Latest version of Firefox
1 Latest version of Google Chrome
1 Latest version of Safari running on latest version of Mac OS X

I0S
1 Safari or 3" party alternatives on 10S 9

Android
1 Google Chrome for Android
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Accessing MyCardUpdate

You can access MyCardUpdate by going to https://mycardupdate.com in your web browser, which
displays the account login screen.

Creating an Account

MyCardUpdate accounts are connected to your email address and are pre-registered by merchant
administrators. If you do not have an account yet, contact your merchant to ensure your email address is
in their user list or to request an account.

To create an account:

1. Go to https://mycardupdate.com. Login screen displays.

SIGN IN Forgot password?

©2016

2. Click Register. Registration screen displays.

Register

If you have an email address in our system, use it to
sign up for an account.

=] Email

REGISTER

© 2016

3. Inthe Email field, enter your email address, then click Register. This sends a password via
email. If you receive an error message, contact your merchant to register your email address.

4. Log in to your email account and retrieve the password.
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Logging In

Before you can access any of MyCardUpdat eidginférthat ur es ,
first time, a temporary password will be sent to your email account and you will be prompted to change
your password upon logging in.

To log in to MyCardUpdate:

1. Go to hitps://mycardupdate.com. Login screen displays.

aQ,

SIGN IN Forgot password?

2. Enter your account email address and password, then click Sign In.

Retrieving Login Information

You can use MyRagotdaspwbed? bdeatgre tdretrieve and/or reset your password. If you
cannot remember your account email address, contact Triple E Support to retrieve it.

To retrieve password:

1. Fromthe Logins c r e e n Forgot Password?6 Password Reset screen displays.

@& | Password

SIGN IN Forgot password?

©2016

2. Inthe Email field, enter your account email address, then click Email Link.
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Enter your email. We'll send you instructions to reset
your password.

B | Emai

EMAIL LINK NEVERMIND

© 2016

3. Log in to your email account and open the MyCardUpdate Reset Password email.

Gmail ~ “ a (! ] [ ] -

Reset password  inbox x

Inbox (3)

MyCard Update noreply@mycardupdate. com via sendgrid.net
Starred to me [~

Sant Mail Please reset your password by clicking here
Drafts

Maore =

; MyCard Q,

s - More ~

4. Follow the email instructions to reset your password.

Logging Out

When you are finished using MyCardUpdate, it is recommended to log out to protect your account

information.

To log out:

1. Click your email address, located on the bottom-left side. Additional options display.

@ mcujobberadm@gmail.com

Settings

Sign off

2. Click Sign Off.

Accessing MyCardUpdate
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Settings

You can change your account settings, including your password, email address, and
authentication configurations, at any time. You can access the Settings page by clicking
the Settings tab located beneath your email address in the lower left corner of the
MyCardUpdate screen.

The icon beside your email address is served from a third-party service called Gravatar.
Gravatar allows you to associate an image with your email address, which can then be
used on other sites. If you would like to create a Gravatar account for your email address,
visitGr av at ar 6fer moreitfarmation.

Settings

Access Settings

To access your settings:

1. Click your email address, located on the bottom-left side. Additional tabs display.

@ mcujobberadm@gmail.com

Settings

Sign off

2. Click Settings.

Change Password
To change your password:

1. From the Settings page, in the Password section, click Change Password. Change Password
screen displays.

Password

CHANGE PASSWORD

If desired, click the eye icons to display characters.

In the Current Password field, enter current password.

4. Inthe New Password and Confirm New Password fields, enter new password in accordance
with the following password requirements:
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1 Atleast 8 characters
1 Include at least one of each of the following:

o Uppercase letter (A, B, C¢)
o Lowercase |l etter (a, b, cé)
o Number (0,1,2,3,4,5,6,7,8,9)

0 Specialcharacter (" ~!@#$% " "&*()_+-={}|[]\:";'<>?,.1)

(hange Password

Current password

Q, ®

New password

LN ®

Confirm new password

A ®

CANCEL CHANGE PASSWORD

5. Click Change Password.

Change Email

To change your account email address:

1. From the Settings page, in the Email Address section, click Change Email. Change Email
screen displays.

(hange Email

New email

4

CANCEL CHANGE EMAIL

2. Inthe New Email field, enter new email address, then click Change Email.
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Change Email

New email

B4 | mcujobber@gmail.com

CANCEL CHANGE EMAIL

Two-Factor Authentication

Two-f actor authentication adds an extra | ayer of securi-t
haveo (such as a mobile phone or email account) in add
address and password) in order to log in. If you enable two-factor authentication, you will be prompted to

provide a security code after logging in.

You can allow MyCardUpdate to remember your browser, enabling you to bypass the security code for all
subsequent login attempts. Only use this option on trusted devices to help protect your account.

Two-factor authentication is disabled by default, meaning you will only need your email address and
password to log in. You can enable and disable it at any time from the Settings page.

To set up two-factor authentication:

1 From the Settings page, in the Two-Factor Authentication section, click the button to
switch from Disabled to Enabled.

Two-Factor Authentication

Twao-Factor Authentication adds an extra layer of security to your
account by requiring "something you have” (such as a mobile phone or
email account) in addition to "something you know" (your email address
and password) in order to log in.

Two-Factor Authentication is...

ENAELED

Phone Authentication

To configure phone authentication:

1. Click Add Phone Number.
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(onfigure Phone Number

Phone Number

t

Send confirmation code via

SMS =

CANCEL SAVE & SEND CODE

2. Inthe Phone Number field, enter phone number.

3. Inthe Send Confirmation Code Via dropdown menu, select one of the following:

Receive code via automated text message. Charges may apply, depending on
your carrier and plan.

Voice ‘ Receive code via automated text to speech phone call.

SMS ‘

4. Click Save & Send Code to send confirmation code to entered phone number. Configure Phone
Number screen displays.

Configure Phone Number

Code

CANCEL VERIFY CODE

5. Inthe Code field, enter the confirmation code, then click Verify Code.

6. IntheSend c od e s drdpdownmnyeBu, select Phone.

Authenticator App

Using the Authenticator App requires you to download Google Authenticator or other authentication
application to your mobile device.

To configure Authenticator App:

1. Download and install Google Authenticator on your mobile device.

2. Inthe MyCardUpdate Settings page, click Configure Authenticator App. Configure
Authenticator App screen displays.
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Configure Authenticator App

The Authenticator App service requires Google Authenticator, or a
compatible alternative. To install Google Authenticator, visit
m.google.com/authenticator on your maobile device.

Click "Generate QR Code" below, and scan the image in Google Authenticator to

register your device.
GENERATE QR CODE
DONE

3. Click Generate QR code. QR code displays.

(onfigure Authenticator App

The Authenticator App service requires Google Authenticator, or a
compatible alternative. To install Google Authenticator, visit
m.google.com/authenticator on your mobile device.

Click "Generate QR Code" below, and scan the image in Google Authenticator to
register your device.

DONE

4. Using Google Authenticator, scan the QR code, then click Done on MyCardUpdate screen.

5. Inthe Send codes to myé dropdown menu, select Authenticator App.
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Dashboard

The first screen you will see upon logging in to MyCardUpdate is the Dashboard, which shows you the
total number of active and inactive cards you have in circulation as well as your total outstanding balance.

NOTE: Balance and credit limit balance information may not be visible depending on your merchantd s
configuration.

MYCARD
@ UPDATE Dashboard

@ Dashboard 52 31.70

TOTAL BALANCE

588.47

GIFT CARD FUNDS IN ORCULATION

(ards by type Active / inactive cards

@ Gift Cards: 5 ® Active Cards: §
® private Cards: 5 Inactive Cards: 4

O mcucustomer@gmail.com
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Private Cards

The Private Cards tab shows you all of the active and inactive cards linked to your account. You can use
this tab to view and edit your card information, including status, description, PIN and vehicle numbers,
and prompts. You can also add funds to your gift cards and prepaid fleet cards.

Private (ards

CARD NUMBER DESCRIPTION

UPDATE

= PrivateCards
Russ Morgan

Dan Eloe
Steve Crane
Extra Fuel Card

Extra Fuel Card 2

O meucustomer@gmail.com

Editing Cards

You can edit basic information and verification requirements for each of your cards.

To edit cards:

1. From the Private Cards tab, click on the pencil icon for a card number. Editing Private

Card # screen displays.

2. Inthe Basic information section, change the following, as desired:

Card Status ‘ Active to enable card, or Inactive to disable card.

Description ‘ Unique card description, such as cardholder name.
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Basic information

Card Status

ACTIVE

Description

Russ Morgan

3. Inthe Verification Requirements section, change the following, as desired:

PIN

Cardholder Personal Identification Number

Prompt for PIN

Cardholder must enter PIN to use card.

Vehicle Identifier

Unigue number identifying vehicle.

Prompt for Vehicle ID

Cardholder must enter Vehicle ID to use card.

Prompt for Driver ID

Cardholder must enter Driver ID to use card.

Prompt for Odometer

Verification requirements

PIN

1234

Vehicle Identifier

1234 =

Prompt for Driver ID

NO

Prompt for PIN
YES

Prompt for Vehicle ID
NO

Prompt for Odometer

YES

4. Click Save.

Recharging Cards

Cardholder must enter odometer reading to use card.

If your merchant has enabled payment processing, you will be able to add funds to your rechargeable gift

cards and prepaid fleet cards.

To recharge cards:

1. From the Private Cards tab, select an applicable card.

Private Cards
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Private Cards

PRIVATECARDS ~ GIFT CARDS

" Ok a
B Private Cards

CARD NUMBER DESCRIPTION
testthis3!
testthis3
testthis3 blank pin check
testthis blank pin check 2

testthis3 concurrency

2. Onthe Private Card details page, under the History section, click the Add Funds button.

Note: If the Add Funds button is not available, payments have not been enabled. Contact your
merchant to discuss your payment options.

History

My(ardUpdate transactions

DATE AMOUNT

7/29/2017 $28.00
7/29/2017 $27.00
7/28/2017 $26.00

7/28/2017 $25.00

7/28/2017 $30.00

T/28/2017 $200.00

3. Onthe Reload Private Card page, enter values for the following:

Amount Dollar amount to be added to your private card.
Credit or debit card 16-_d|_g|t card number, expiration date (in MM/YY format), and
3-digit CVC.
. . Set to Yes to save your card information for future
Save payment information? )
transactions.

Additional transaction fee. Note: This fee is set by your

CEMTEEES merchant and is subject to change.

Total dollar amount (Amount + Convenience Fee) to be

Total charged to the credit or debit card.

4. Click Check Out.
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Payment information

Amount

$ | 100

Enter any amount up to 5250.00.

Credit or debit card

e 4242

Save payment information?

YES

Convenience fee

$5.00

Total

$105.00

« GO BACK CHECKOUT

5. On the Confirm payment information screen, review the payment details, then click Add Funds
to complete the transaction. Note: If payment was successfully processed, the Payment
Successful screen will display, and you will receive an email confirmation to the account linked
with your MyCardUpdate account.

Reload Private (ard #1013
Payment successful
Confirm payment information

Ahold has been placed on your payment card for
$105.00 while we finish processing your payment.

Private Card #1015 reload $100.00 $100.00 will be added to your private card. Please print

Convenience fee $5.00 a copy of this page for your records. It may take several

minutes before the funds are added. If they are not
available within the next hour, please contact the home
office for assistance.

Total $105.00

PRINT PAGE w

«— GO BACK ADD FUNDS

6. If desired, click Print Page to print a copy of confirmation for your records.
7. Click Done.

MyCardUpdate Card Reload Confirmation

o MyCardUpdate <noreply@mycardupdate.com>

oday, 10:55 AM

You ¥

Thank you for your payment. Your transaction ID is ch_1AmkjKBIQ3BmfXkTcceBs17K, Please keep this receipt for your records.

Card reloaded: 1013
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Transaction History

You can check the status of your previous payments by reviewing the History section under the Private
Cardstab.Payment s that havenét been Pendinpgessed yet wi

History

MyCardUpdate transactions

DATE AMOUNT

8/2/2017 (I $50.00

8/2/2017 $100.00
7/29/2017 $28.00
7/29/2017 $27.00
7/28(2017 $26.00
7/28(2017 $25.00
7/28[2017 $30.00

7/28/2017 $200.00
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You can use MyCardUpdate to run a few different reports.

Card Overview

The Card Overview generates a list of all your private cards. When running this report, you can choose
which information youéd |ike to display and

To run Card Overview report:

can

1. Inthe Reports tab, select Card Overview from the Report dropdown menu. Additional sections

display.

Report

— SELECT A REPORT -- ~

Card Overview

2. Inthe Columns to display section, check or uncheck the following checkboxes:

Customer Code

Unigue code identifying customer.

Card Number

Unique number identifying payment card.

Card Description

Unigue name or brief text identifying card.

Card Status

Card Active or Inactive status indicator.

Gift Card Indicator

Card type indicator (e.g., Private Card, Gift Card).

Balance

Outstanding account or card balance.

Credit Limit

Customer account credit limit dollar amount.

Vehicle Identifier

Unique number and/or name identifying driver vehicle.

Vehicle ID Required

Indicates whether card requires Vehicle ID entry for use.

Indicator

PIN Number Cardholder Personal Identification Number.

PIN Required . .

Indicator Indicates whether card requires PIN entry for use.

Odometer Required

Indicator

Indicates whether card requires odometer entry for use.

Driver ID Required

Indicator

Reports

Indicates whether card requires driver ID entry for use.
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Columns to display

B3 customer Code

Card Mumber

B caw Description

B card Status

B3 cit Card Indicator

8 Balance

Credit Limit

Vehicle ldentifier
Vehicle |D Required Indicator
PIN Number
PIM Required Indicator
Odometer Required Indicator

Diiver ID Required Indicator

3. Inthe Report parameters section, check or uncheck the following checkboxes:

Only include active cards Only include cards with Active status.

Only include gift cards Only include cards marked as gift cards.

Only show customers with

credit lines Only include customers with credit charges allowed.

Only include active cards

Only include gift cards

Only show customers with credit

VIEW REPORT

4. Click View Report. Report displays in a separate tab.

lines
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5. |If desired, click Download as CSV to save the report as a CSV file.

Private Card Sales Report

The Private Card Sales Report displays a list of all sales performed for the specified time period, broken
down by card.

To run the Private Card Sales Report:

1. Inthe Reports tab, select Private Card Sales by Card from the Report dropdown menu.

2. Inthe Columns to display section, check or uncheck the following checkboxes:

Invoice Number Unigue number identifying invoice.

Card Description Unique card description, such as cardholder name.
Stock Number Unique number identifying item.

Driver Number Unique number identifying driver.

Vehicle Number Unique number identifying vehicle.

Odometer Vehicle odometer reading in whole miles.

Reports Page | 18









